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a b s t r a c t

The move towards nanoscale Integrated Circuits (ICs) increases performance and capacity, but poses pro-
cess variation and reliability challenges which may cause several faults on routers in Networks-on-Chips
(NoCs). While utilizing healthy routers in an NoC is desirable, faulty regions with different shapes are
formed gathering faulty routers. Fault regions can be used to lead the fault-tolerant routing algorithms
to perform data transmission between healthy routers. In this paper a distributed fault-tolerant routing
methodology for mesh networks is proposed which supports static and dynamic fault model. The static
fault model supports minimal routing path which tolerates both convex and concave fault regions, while
keeping the area and power overhead at a minimum level. Moreover, unlike most previous methods that
support dynamic fault models, the presented method is able to tolerate any number of faults with any
shapes of fault regions without disabling healthy nodes. The performance of the method is extensively
evaluated, and the results show that our proposed method is valid for mesh topology, which has graceful
performance degradation and allows the network to remain fully operational facing with the failures.

� 2012 Elsevier B.V. All rights reserved.

1. Introduction

The advances in the semiconductor technology and the shrink-
ing feature size in the deep submicron era, have led to an impres-
sive increase in number of transistors available on a single chip.
This huge number of transistors enables the integration of complex
system-on-chip (SoC) designs containing a large number of pro-
cessing cores together with large amounts of embedded memory
and high-bandwidth I/O on a single chip. On the other hand, the
applications are becoming more and more complex. For example,
a modern cell phone not only should support audio processing
but also needs to process images, videos, networks and internet
protocols and support operating systems [1].

The large amount of computational resources together with
complicated communication patterns due to complex applications
requires higher degrees of support from communication resources
[1]. The lack of scalability in bus-based systems and large area
overhead of point-to-point dedicated links on one hand, and the
scalability and performance of switch-based networks and pack-
et-based communication in the internet and traditional parallel
computing, on the other hand, have motivated researchers to pro-
pose packet-switched Network-on-Chip (NoC) architectures to
overcome complex on-chip communication problems.

Although the concepts of NoC are inspired from the networks in
parallel processors, they have some special properties which differ
from the traditional networks. Compared to traditional networks,
power consumption and fault-tolerance are becoming increasingly
important constraints in NoC design [2]. With the shrinking feature
size, the reliability becomes more difficult to achieve due to smal-
ler voltage supplies and higher amount of computing elements per
area unit, which result in smaller noise immunity and increased
risk of cross-talk and other errors [2–4]. Moreover, critical leakage
currents, high field effects, and process variation will lead to more
transient and permanent failures of signals, logic values, devices,
and interconnects [5].

In addition to the faults occurring during the system life-time,
aggressive technology scaling has resulted in manufacturing and
testing challenges [2]. Hence, a considerable portion of fabricated
chips including some faults, forms the beginning of their life-time.
Relaxing the requirement of 100% correctness in operation for de-
vices and interconnects when designing chips may also dramati-
cally reduces the costs of manufacturing, verification, and test
[6]. This suggests that chips have to be designed with some
built-in fault-tolerant techniques.

As communication infrastructure is an important issue of to-
day’s SoCs and Chip-Multiprocessors (CMPs), fault-tolerance has
to be taken into account along with the design of this part of chips.
Although having the same concept as traditional interconnection
networks, the resources used in traditional networks in order to
achieve fault-tolerance are not easily available in VLSI chips. Rout-
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ing algorithm, one of the most important aspects of NoCs, has been
exploited by many researchers to guarantee a reliable operation of
the network [7–9], by bypassing the faulty nodes and links. Deter-
ministic algorithms do not behave well in the presence of random
failures [10,11]. On the other hand, implementing adaptive dy-
namic routing for on-chip networks is prohibitive because of the
need for very large buffers, lookup tables, and complex shortest-
path algorithms [12].

To address the above mentioned problems, the goal of this pa-
per is to design, implement, and evaluate a new fault-tolerant rout-
ing methodology which can be incorporated with suitable fault-
tolerant routing algorithms to prevent static and dynamic fault
patterns in NoCs with 2-D mesh topology.

The rest of the paper is organized as follows. In Section 2, a pre-
liminary description of network architecture is introduced. This
section also reviews some backgrounds about the concepts of fault
models pertained to fault-tolerant routing used in the paper. In
Section 3, we review previous work relevant to this paper. Our
fault-tolerant approach and the metrics for performance evalua-
tion in 2-D mesh are introduced in Section 4. The extension to
the dynamic fault model and dynamic transition phase are de-
scribed in Section 5. In Section 6, the experimental results with dif-
ferent fault regions and other related parameters are shown.
Finally, in Section 7 we conclude by summarizing our main
contribution.

2. Preliminaries

This section begins with a discussion of mesh networks and
then describes the necessary background information that is used
in the paper.

2.1. Mesh networks

The topology of a network defines how the nodes are intercon-
nected and is generally modeled as a graph in which the vertices
represent the nodes and the edges denote the communication
lines. The NoC concept has been proposed to overcome the prob-
lems of traditional wire/bus-based interconnections [2]. The NoC
uses interconnection networks to connect intellectual properties
(IPs) and to cope with the increased size and complexity of IPs. Be-
sides, different topologies of interconnection networks can provide
different features in NoC. Among different topologies, the 2-D
mesh is one of the most popular topologies, in which the routers
of NoC are connected as a 2-D array and each IP is connected to
an individual router. The mesh networks, the tree networks, the
star networks and the simple loop networks, frequently appear
in various applications of networks. Many interconnection net-
works are constructed by Cartesian product [13].

Definition 1 [13]. Let G1 = (V1, E1) and G2 = (V2, E2) be two graphs.
The Cartesian product of G1 and G2, denoted by G1 � G2, is the
graph with vertex set V1 � V2 such that (u1, v1) is joined to (u2, v2)k
times if and only if either u1 = u2 and v1 is joined to v2k times in G2

or v1 = v2 and u1 is joined to u2k times in G1.

Definition 2 [13]. The topological structure of a 2-D mesh net-
work M(m1, m2) is defined as the Cartesian product of two paths
Pm1 � Pm2 , where Pmi

is the path graph with mi vertices.

Due to its modularity and symmetry in terms of link length, the
mesh topology is one of the most desirable topologies regarding to
characteristics; the number of links per node does not change if
additional nodes are added to the mesh. Therefore, the mesh

topology offers a very good scalability. Additionally, because mesh
network consists of fewer links per node compared to most other
architectures, it has low cost.

2.2. Fault models

Fault-tolerance is defined as the ability of a system to continue
operation despite presence of faults [14]. In this sense, fault-toler-
ance is closely related to concepts such as reliability, availability,
and dependability, as it serves by providing these features.

Faults in a network take many forms, such as hardware faults,
software bugs, or malicious sniffing or removal of packets. The first
step in dealing with errors is to understand the nature of compo-
nent failures and then to develop simple models that allow us to
reason out the failures and the methods for handling them. Classi-
fication of faults by nature is either random or systematic faults.
Random faults are usually hardware faults affecting the system
components, which occur with a certain probability, while system-
atic faults such as software failures are faults which are not ran-
dom, whether a component has it or not [14]. We assume that
such permanent failures are detected and contained on a node or
link boundary. Thus, faults are assumed to be fail-stop [15], mean-
ing that we do not consider Byzantine (i.e., malicious) faults [14].
In the contexts of fault-tolerant routing, these are common
assumptions [14–17].

Faults also can be classified by their duration as transient and
permanent faults [14]. Transient faults persist in the system for
only a short duration, while permanent faults remain in the system
until it is repaired and may be either dynamic or static. In a dy-
namic fault model, once a new fault is found, actions are taken in
order to appropriately handle the faulty component which allows
the system to reconfigure at the hardware level, and preserves
the original network topology. A static system provides a fault-tol-
erant routing algorithm that will bypass any failed nodes.

2.3. Fault patterns

To simplify the routing algorithm, adjacent faulty nodes are
coalesced into fault regions, which may lead to different patterns
of failed components. To analyze the performance of fault-tolerant
routing algorithms, it is important to identify and quantify the fault
regions, which may occur in the network. The shapes of such fault
regions are often restricted by the fault model in use. Furthermore,
the fault model may impose additional restrictions on the locations
of the faults. For instance, faults may not be allowed on the edges
of the mesh, and there may be a minimum distance between sep-
arate fault regions. A routing algorithm applying such a fault model
is generally to tolerate all fault combinations conforming to the
fault model, thus, the provided fault-tolerance is defined by the
fault model. In the case that a fault combination is not conforming
to the fault model in use, healthy nodes are marked as faulty (i.e.,
disabled) in order to create proper fault regions. Although healthy
nodes are disabled, a fault combination is considered to be toler-
ated as long as all the nodes that are neither faulty nor disabled,
are connected through valid paths. Fault regions extended by
faulty components, may form convex (also referred to as the block
fault model) or concave shaped fault patterns [14–18].

Definition 3 ([14–18]). A convex region is defined as a region R in
which a line segment connecting any two points in Rlies entirely
within R. If we change the ‘‘line segment’’ in the standard convex
region definition to ‘‘horizontal or vertical line segment’’, the
resulted region is called rectilinear convex segments. Any region
that is not convex is a concave region.
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Examples of convex regions are |-shape, h-shape and concave
regions are L-shape, U-shape, T-shape, H-shape, and +-shape. The
convex fault model is the simplest fault model in mesh topologies.
Under the convex fault model, all fault regions are required to have
a rectangular shape in a 2-D mesh and a cuboid shape in a 3-D
mesh. Convex faults can be created by marking a node faulty if it
has a faulty neighbor/channel in at least two dimensions [15].

A stricter version of the convex fault model is when requiring all
fault regions to form a square [14]. Because a node with at most
one faulty or disabled neighbor is not able to determine whether
it is a part of such a region solely based on the status of its faulty
neighbors, such fault regions are more complex to construct and
maintain compared to pure block faults if used with a dynamic
fault model [15]. Furthermore, such a fault model is likely to re-
quire more nodes to be disabled. The experimental results give
some indications on the percentage of healthy nodes that are dis-
abled in a 10 � 10 mesh when using square fault regions [15]. In
particular, when 10% of the routers are faulty, on average, less than
12% of the non-faulty nodes are marked as faulty, and the entire
network becomes disabled when about 20% of the nodes are faulty.
Although it may appear that such a method is able to tolerate al-
most 20% of the routers being faulty, it is not likely that the NoC
is able to perform satisfactory with such a high proportion of the
routers disabled. In order to reduce the number of disabled healthy
nodes, concave fault regions may be used.

By not requiring the nodes within such shapes to be disabled,
fault-tolerant routing methods supporting concave faults are able
to tolerate a wide range of fault patterns without disabling healthy
routers. Specifically, such routing algorithms provide additional
support for concave fault patterns compared to the convex fault
model by also tolerating concave fault regions. Still, such methods
may not be able to tolerate arbitrary fault patterns, and may put
some restrictions on the shape of the concavities.

3. Related work

In this section, we present a brief survey of fault-tolerant rout-
ing algorithms that have been proposed for mesh topologies. The
survey is by no means exhaustive, but serves to provide a general
overview of different approaches.

Boppana and Chalasani [19] proposed a fault-tolerant routing,
based on dimension-order-routing. The non-faulty nodes and links
on the border of a fault region create an f-ring or f-chain used for
rerouting packets around the fault(s). Simple deadlock-avoidance
techniques were used by classifying packets into different types
using different virtual channels. Like many other fault-tolerant
routing algorithms, the proposed method in [19] needs to disable
some healthy nodes to form rectangular fault blocks. By combining
this method with planar adaptive routing, it can also be applied to
higher dimensional meshes. An improved version by Sui and Wang
[20] is able to tolerate overlapping fault regions in meshes using
three virtual channels. Disabling an unnecessary high number of
healthy nodes is the disadvantage of using rectangular fault re-
gions. Kim and Han [21] partly address this by extending the meth-
od to support overlapped non-convex fault-regions in meshes,
using four virtual channels. Park et al. [22] handle simple concave,
non-overlapping, fault-regions in meshes, requiring three or four
virtual channels depending on the provided fault-tolerance. How-
ever, this method does not handle faults on the edges of the mesh.

Glass and Ni [23] used the partial adaptivity provided by the
turn model [24] to develop a fault-tolerant routing algorithm for
meshes. Their method does not require any virtual channels, but
tolerates only n � 1 faults in an n-D mesh and uses non-minimal
paths in the fault-free case. The turn model is also utilized by
Cunningham and Avresky [25] who provide fault-tolerant routing

in 2-D meshes using two virtual channels. Their method incurs a
significant performance loss by a single fault, however, as adaptive
routing must be disabled. It also requires healthy nodes to be dis-
abled. Later, Nordbotten and Skeie [26] used a variation of the turn
model to handle overlapping concave fault-regions. Their method
requires no virtual channels in meshes, three virtual channels in
two dimensional tori, and four virtual channels in three dimen-
sional tori. Their method also supports a dynamic fault model.
However, the presented method in [26] handles usual concave
fault-regions but, it cannot support all types of concavities with
more numbers of faulty nodes.

By means of intermediate nodes, Gómez et al. [27] presented a
routing methodology for achieving static fault-tolerance. Their
method requires three or more (depending on the number of inter-
mediate nodes) virtual channels for 2-D mesh networks. They use
more adaptivity in packet routes. However, their method does not
support any number of faults and is not proper to handle dynamic
fault model but is still a powerful fault-tolerant routing
methodology.

It is important to highlight the main differences between our
proposal and other approaches in the literature. Our method can
support a huge number of algorithms based on f-ring/f-chain. Spe-
cifically, unlike [20–22], our proposed methodology uses a simple
approach to handle non-convex fault regions without disabling
healthy nodes and any dramatic changes in the basic routing algo-
rithm. Moreover, unlike most routing methodologies, it can sup-
port both static and dynamic fault models.

4. A static fault-tolerant routing methodology

As mentioned in the previous section, there have been per-
formed extensive work on fault-tolerant routings. This is particu-
larly true for convex fault patterns, while fewer proposals have
been targeted at the concave regions. Despite the previous efforts,
however, there is still room for improvement.

In this section we present a static fault-tolerant and deadlock-
free routing methodology for mesh-based topologies. The goal of
this work is to be able to tolerate a reasonable number of convex
and concave fault patterns, without disabling healthy routers,
while at the same time, supporting adaptive routing and not
decreasing the network performance in the fault-free case. In order
to achieve this scope in a simple manner, thereby reducing the
costs due to additional virtual channels and increased router com-
plexity, a static fault model was chosen.

This section starts with introduction of the concept of Hole, and
then presents a simple and efficient algorithm to construct the
convex and concave fault regions. Furthermore, to ensure the
applicability of the methodology, the routing scheme is evaluated
in the vicinity of fault regions comparing to that of the effective
scheme suggested by Boppana and Chalasani [19], as an instance
of a fault-tolerant method widely used in the literature to achieve
high adaptivity and support reliable inter-processor communica-
tions in networks. More specifically, adaptive routing is performed
in wormhole-switched 2-D mesh according to Duato’s protocol
[14]. For the reason of clarity, the notations used in developing
the routing methodology are briefly listed in Table 1.

4.1. The concept of hole

In this section we introduce the concept of Hole, which facili-
tates modifying the Boppana–Chalasani fault-tolerant routing
[19] to tolerate convex and concave fault regions without disabling
any healthy routers. However, the basic idea of the methodology is
applicable to any fault-tolerant routing that circumvents faulty
components by using the f-ring.
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Definition 4. We denote the set of all non-faulty adjacent nodes
and links by F i which are always circumventing each convex/
concave fault region.

Definition 5. The notation Hi signifies the set of healthy nodes
inside in F i, such that the interior of the F i contains the union of
faulty components and the nodes belong to Hi.

Definition 6. A healthy node x is marked as a semi-faulty node if x
has two or more faulty or semi-faulty neighbor nodes; x 2 X , where
X is the set of semi-faulty points in the connected mesh network.

We utilize a node labeling mechanism to identify situation of
nodes used in routing process. Hence, routers are viewed as nodes
and labeled as F (first), H (hole), or E (entrance). The labeling scheme
is proposed to construct a precise fault model which bypasses the
fault region and provides data transmission between remaining
routers in the NoC. Messages are navigated adaptively in healthy
regions of the network. Once a message faces the F i region, it is
routed to get closer to its destination using the steps described
in the EFH methodology.

Definition 7. The first-node set,N f , in F i is defined as follows

N f ¼ fn : 9d1; d2'd1 – d�2 ; ðnÞ
d1 ; ðnÞd2 2 F ig ð1Þ

where d1, d�2 are two orthogonal directions of the node n. The above
expression implies that there are two directions d1, d2 which are not
in the same dimension and the neighbor of the node n on these two
directions is an element of F i.

Definition 8. The entrance-node set, N e, in F i is a set of nodes for
which whose adjacent nodes from one direction are members of
semi-faulty nodes, and meanwhile, do not belong to the setHi. This
is expressed formally as

N e ¼ fn : 9d'ðnÞd 2 X ;n R Hig ð2Þ

Definition 9. The hole-node, H, is a node that is an element of the
setHiR, while is not in the setN f . Therefore, if we denote the set of
all hole-nodes by N h, we get

N h ¼ fn : n 2 Hi;n R N f g ð3Þ

Definition 10. The class is comprised of only one entrance node, a
first node and zero or more hole nodes.

The set of classes, in general, may overlap with each other. To
each class we assign a unique number in a triple form of (x, y, z),
in which (x, y) indicates the location of the node and z denotes

its dimension. The reason for using the class concept is to distinct
the labeled nodes, preventing class dependencies to avoid dead-
lock. A message will be entered to a class when its destination is
located in that class, and will be departed from that class only
when its destination is outside of the class.

It is worth mentioning that, all nodes in the set R are fault-free,
which can generate, transmit and absorb messages. Fig. 1 demon-
strates the application of the node labeling scheme in an 8 � 8 2-D
mesh network. Furthermore, the priority of first nodes is higher
than the hole or entrance nodes. That is, any node marked as the
first node cannot be marked as a hole or entrance node.

4.2. The EFH methodology

In this section, we propose a fault-tolerant routing methodology
which is referred to as EFH. This methodology routes messages suc-
cessfully in the presence of more relaxed fault regions than those
Presented in [19,25] without any additional virtual channels, as
long as the network is not partitioned by fault regions. Further, it
can be applied to any fault-tolerant routing algorithms employing
the concept of f-ring.

4.2.1. Formation of the class set
Node labeling technique is required as a pre-processing task be-

fore the system restarts after the failure of one or more nodes or
links. In this process, the internal nodes of the fault region are de-
tected, and their addresses and locations are sent to the entrance
nodes to convert the fault regions into rectangular shaped regions
to facilitate message routing.

The classes can be easily formed in two approaches: top-down
and bottom-up. In the first approach, the entrance node (E) sends
the message for establishing the class along the direction that its
neighbor is an element of X (i.e., the set of semi-faulty nodes)
and poses its address into the message header. All receiving nodes
will include their own addresses to the header and forward the
message along the opposite direction. This procedure is done in
recursive manner until the message reaches the first node (F) and
the first node sends an ACK message back to the entrance node (E).

In the second approach, the role of the first and entrance nodes
is switched. Both of the approaches can be employed; since in the
first approach, the node E knows the direction of its class and sends
massage on the same direction the complexity of this approach is
less. Moreover, in the second one, F will find the appropriate direc-
tion possibly after a number of retrials.

In the following treatments, we outline the fundamental steps
that take place if the first approach is used.

Step 1: The entrance-node (E) generates a class creating message
which contains the class number. As mentioned before,
the class number contains a triple vector which keeps the

Table 1
A summary of the main notation used in the paper.

Notation Definition

ns, nd, nc The source, destination and current node
nf The faulty node
(nc)d The neighbor node of nc in direction d
((nc)d)d The neighbor node of (nc)d in direction d
d� The opposite direction of d
F i The set of all healthy adjacent nodes and links which are

circumventing the fault region
Hi The set of healthy nodes inside in F i

N f The first-node set

N e The entrance-node set

N h The hole-node

X The set of semi-faulty node

Fig. 1. Application of the node labeling scheme in an 8 � 8 2-D mesh.
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location details of E and the direction of sending the mes-
sage. For example, If E is located at (0,2) and sends message
along the Y-dimension, the class number will be (0,2,Y).
Then, the message is transmitted to neighboring node x
(x 2 X). Step 1 is repeated till all the entrance nodes which
belong to N e succeed to transmit their related messages.

Step 2: In this step each node that has received the generated
messages from Step 1, looks whether it is the first node
or not. If it is, it must record the message and transmit
an ACK message to E on the direction in which it received
the message. Otherwise, the message will be forwarded on
the normal way.

Step 3: All nodes that receive the ACK message, ought to maintain
some essential history information regarding the path that
the message has taken. This information comprised the
addresses and the class number within the message. Car-
rying additional information usually imposes some over-
head, unless the header has enough bits to accommodate
the additional information. When ACK reaches E, it is not
stored and discarded. Only the information of all existing
nodes of each-class is recorded in nodes of type E.

4.2.2. The routing rules
Applying the following rules to the original fault-tolerant rout-

ing algorithm would be relaxing in opposition to the restriction on
shapes of the fault patterns.

1. If no concave fault region exists, messages can be routed by
the original fault-tolerant routing algorithm without any
modifications.

2. If there is one or more concave fault regions, but the source and
destination of message are not inside the F i, then message nav-
igation is governed by the original fault-tolerant routing
algorithm.

3. If the destination of message is in F i but the source is not in it,
the nodes outside of F i are not aware of the situation of the
nodes inside F i and do not recognize the location of the
entrance node (E). So, it is possible that the number of misro-
uting steps that a message has taken on F i violates the upper
bound allowed at any time by using the original fault-tolerant
routing algorithm. This phenomenon leads to introduction of
dependencies between channels resulting deadlock. It is evi-
dent that special care must be taken to prevent a message from
deadlock due to the need to extent of misrouting operations.
The simplest way to overcome this problem is by limiting
the extent of misrouting. For instance, a message is misrouted
only by a finite number of hops on F i in Boppana–Chalasani
routing algorithm [19] which we have used. We must keep
track of the maximum number of misrouting that a message
can take and prevent the message advancement by removing
it from the network and delivering it to the messaging layer
of the local node for a period of time. If the message is not
to be delivered locally, a re-routing decision is invoked and
the message is ejected to the message handling layer. The mes-
sage handling layer receives such messages those need to be
forwarded with extent of misrouting operations. The initial
re-routing decision depends on the amount of a specific period
of time. Absorbed messages have priority over new messages
to prevent starvation [14]. It is assumed that the absorbed
message encounters delay overhead due to it is re-injected at
the intermediate node. In all of the simulation experiments
mentioned in Section 6, we assumed that the overhead
delay of local queue for re-injection is equal to the message
length.

4. If the source is in F i but the destination is not there, the mes-
sage is first sent to an entrance node (E) and then is destined
to its destination through the original routing algorithm from
that point onward.

Fig. 2. A generic approach to implement the proposed methodology.
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5. If both source and destination are inF i, we will capture two sit-
uations. First, the destination is in the current class; in this case,
message is sent in dimension order to its destination. Second,
the destination is not in the current class; in this case at first
the message is sent to the E node located in that class and then
will be sent to the other E located at destination on the class
using the original routing algorithm. The routed message from
there still follows dimension order.

A pseudo code of the above rules is depicted in Fig. 2.

4.2.3. Deadlock-avoidance of the EFH methodology
A main challenge when designing a fault-tolerant routing algo-

rithm is to be able to utilize the network without introducing the
risk of deadlock, while at the same time not unnecessarily increas-
ing the cost of the system.

Hence, deadlock-freedom is an essential attribute of any fault-
tolerant routing algorithm. The following part of this section is de-
voted for proving that the proposed algorithm (i.e., EFH methodol-
ogy) is deadlock-free. The following theorem proves the acyclicity
of the channel dependency graph of the proposed fault-tolerant
routing algorithm.

Theorem 1. The fault-tolerant routing algorithm based on the EFH
methodology causes no deadlock in 2-D meshes that contains convex/
concave fault regions.

Proof. According to the position of ns and nd, the proof falls into
one of the following three cases. h

CASE I. The source and destination are in the R set which is dem-
onstrated by symbols ðne;ndÞ R Hi. In such case, no changes are
made on the deadlock-free original fault-tolerant algorithm. As a
result, the original fault-tolerant routing algorithm guarantees
deadlock-freedom.

CASE II. The source or destination is in theR set and its criterion is
given by

ðnd 2 Hi ^ ns R HiÞ _ ðnd R Hi ^ ns 2 HiÞ ð4Þ
In this case, the routing strategy is divided into two phases. First

is that a part of the course of message transmission is in the class
and another part is outside of the class. The ne 2 N e node is the
connection point of these two phases. According to the Rule 3 gi-
ven in Section 4.2.2, in an attempt to find a path to forward a mes-
sage outside of the class, the original algorithm is deadlock-free.
The second phase is that routing is done inside the class. According
to the characteristics of the class, we had assumed that classes are
isolated and path selecting is taken on one dimension, there is no
misrouting operation, no cycle of deadlocked messages exists and
deadlock-freedom can be assured.

CASE III. Both source and destination nodes are elements of the set
R; i.e., ðns;ndÞ 2 Hi. If both source and destination are in the same
class, the message is delivered explicitly to its destination without
producing any misrouting. Hence, in this case no deadlock will
occur, otherwise it is handled similar to Case II.

5. Extension to dynamic fault model

As shown in the previous section, a deadlock free fault-tolerant
routing methodology has been presented. If the method supposed
to be used with a static fault model, preliminary steps like calculat-
ing routing function, node labeling, check-pointing and rolling-
back could simply be gained as part of the static fault model. How-
ever, using the method with a dynamic fault model causes more
complexities. Under dynamic fault model assumption, sending
faults information and calculating routing function must be taken
fully distributed and locally at each node.

We will assume that every link fault causes the neighbors in-
formed about the location of the fault. According to this scheme,
when a node becomes faulty, all neighbors could be informed
about the faulty node. Thus, related nodes can begin the distribu-
tion of status information. Status information required to update
routing function by our method, could be divided into two catego-
ries: information to set-up f-ring/f-chain and information to set-up
EFH classes inside F i.

When a node recognizes two faulty neighbors, it must be la-
beled as a semi-faulty node and send an update message to non-
faulty neighbors. This process would be continued until some
nodes find just one faulty or semi-faulty neighbor. These nodes
establish the base of f-ring/f-chain. Fig. 3 shows the base nodes
of f-ring. Base nodes must be labeled as f-ring nodes. To complete
f-ring, f-ring base nodes send an update message to their neighbors
located on a different direction from the semi-faulty or faulty
neighbor. Unlabeled nodes which receive two set-up ring update
messages, will label themselves as f-ring node. Moreover, each f-
ring nodes could know f-ring neighbors after finishing the process.

Another group of status information must be sent to set-up EFH
classes. E nodes could be found easily, because they are located on
f-rings/f-chains and have only one semi-faulty or faulty neighbor.
The top-down approach described in the previous section will be
used to send update messages and set-up EFH class. For this pur-
pose, E sends a message through its semi-faulty node. After receiv-
ing an ACK from F, class details information will be stored in E.
Anytime and for any reason a faulty node becomes healthy or vice
versa, status information from that node to its neighbors will be in-
valid, and labeling must be done again for neighbor nodes.

Fig. 4a demonstrates update messages to set-up f-ring for four
sample faulty nodes and Fig. 4b shows update messages to set-
up EFH classes for same scenario as shown in Fig. 4a. As shown
in Fig. 4, fifty update messages required to handle four faulty
nodes. This number is independent from the position of faults
and the network size. For example, the number of update messages
required to handle only one faulty node in south-west of a
6 � 6 mesh network when using Nordbotten and Skeie method
[26], is twenty.

5.1. Dynamic transition

As shown in the previous section, after any failures in the net-
work; distribution of the status information will be done. Updating
messages cause changes in nodes and let them calculate new rout-
ing function. As depicted before, both old and new routing func-
tions are deadlock-free according to Theorem 1. However, in
dynamic transition, the phase between the old and the new routing
function, ghost channel dependency is a concern. The old routingFig. 3. Base nodes of f-rings with one faulty or semi-faulty neighbor.
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function may become disconnected due to new faulty components
in the network. For instance, assume a packet P arriving in class A
by the old routing function. If a node failure makes class A discon-
nected when the distribution procedure is setting-up new classes
for the faulty region, there is two choices to route packet P: first
is to change packet class from A to a neighbor class; this choice
may offer channel dependency between two adjacent classes. Sec-
ond choice is to drop packet P from the network. Dropping from
network could be transient for a period of time. Also there are
some methods for deadlock-free dynamic reconfiguration. For
example, the Double Schemes [28,29] and Lysne et al. [30] provide
two different approaches to achieve deadlock-free dynamic recon-
figuration for arbitrary topologies and routing algorithms. We do
not consider these methods, and just drop packets, because of
the network costs. Another reason is that some packets will be
dropped due to links disconnections. Consider that the packets
being buffered at a failing node or transmitted on a failing link will
be generally lost. Thus, lossless transition is almost impossible and
costly to implement.

6. Performance evaluation

In this Section we evaluate the performance of the proposed
fault-tolerant methodology. To do so, we first present the evalua-
tion methodology and traffic patterns. Finally, results and analysis
are presented.

6.1. Evaluation methodology

We have developed a detailed simulator that allows modeling
the network at the cycle level. An event-driven simulator as XMu-
lator [31] was used for evaluating the performance of the proposed
methodology.

An 8 � 8 mesh network with point to point and bidirectional
links has been employed for all simulation experiments, and only
wormhole switching mechanism is applied. When wormhole flow
control is applied, a message is not allowed to re-enter the adap-
tive layer after having been routed in the escape layer. The simula-
tions have been performed using a base message size of 16 flits and
also the width of 128 bits for each flit. We have considered
Boppana and Chalasani algorithm [19] as the basic fault-tolerant
routing scheme. Therefore, each physical link is split into four
virtual channels, each providing buffering resources in order to
store two packets. In order to do a fair comparison, all the simula-
tions for both methods have been run with four virtual channels.
For the static fault model analysis, we have considered calculated
power consumption of each router links in 70 nm library technol-
ogy, in which VDD is set to 1.1 V, and the length of links between
two adjacent nodes is set to 1 mm. In order to make the

performance results independent of the relative positions of the
faults, a large number of simulations have been performed.

6.2. Traffic patterns

We consider two different traffic patterns when evaluating the
network behavior: synthetic patterns and traces [32].

Synthetic patterns are widely used because they allow evaluat-
ing the network in the most generic way. When they are used,
every node has the same traffic injection rate. We evaluate the
complete range of traffic injection rate, from low levels up to the
saturation point. The used synthetic traffic patterns are uniform
and hotspot [32].

� For the uniform traffic, each source node sends messages to all
the destinations with the same probability.
� For the hotspot traffic, 10% of the sources (selected randomly)

inject traffic to the same destination (selected randomly), the
rest of the end nodes inject traffic to random destinations. This
traffic pattern allows to model the situation when one or more
end nodes are frequently accessed by the remaining end nodes
(a disk server, for instance).

On the other hand, traces are based on capturing the traffic
when running real applications. Traces contain the source, destina-
tion, injection time and the size of each sent message. They allow
obtaining results in more realistic scenarios and let us compare
them with the results obtained when using synthetic patterns. In
this paper, some results obtained with this type of traffic pattern
are shown.

The used traces were extracted under the execution of the FFT,
LU, Water Spatial and Water-Nsquared applications from SPLASH-
2 [33] suite in shared-memory multiprocessors. These types of
applications are widely used when simulating multiprocessor sys-
tems on engineering and scientific computations.

6.3. Results and analysis

In Section 6.3.1 the static fault model is evaluated. Section 6.3.2
analyzes the dynamic fault model and finally, we compare the per-
formance of the presented method with another method in Section
6.3.3.

6.3.1. The static fault model
In this section, we analysis static fault model [34] which

includes evaluating the fault-tolerance of the H-shape, U-shape,
L-shape, T-shape, and Block-shape fault patterns in an 8 � 8 2-D
mesh topology, as shown in Table 2. For this topology, all the

(a) (b)
Fig. 4. (a) Update messages to set up f-ring and (b) update messages to set up EFH classes.
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combinations up to and including six faults (i.e., 10% of the total
number of routers) have been exhaustively analyzed.

Fig. 5 shows the achieved message latency over normalized
accepted traffic in an 8 � 8 mesh for five different shapes of fault
patterns presented in Table 2. In this configuration, we used four
virtual channels per physical channel. The figure reveals that for
low traffic load, all five fault patterns have the same latency, but
they begin to behave differently around the moderate and satura-
tion regions.

It can be seen that the worst case has been encountered for
L-shape fault pattern. The number of faulty nodes for all patterns
is the same. However, the type of concavity for L-pattern seems
good, but the results show large performance degradation for this
pattern. The main reason is the existence of 9 semi-faulty nodes for
L-pattern. In order to handle such nodes, our methodology creates

6 EFH classes. Routing messages to/from these classes leads to per-
formance degradation.

Fig. 6 compares the power consumption of network for different
variations of the proposed methodology as a function of accepted
traffic load by each node in an 8 � 8 mesh with four virtual chan-
nels per physical link. Such curves provide an indication on the de-
gree of performance degradation caused by fault patterns in the
network. It is evident that, as the traffic load in the network in-
creases, the power dissipation diagram of each pattern increases
almost linearly before reaching a point on the curve. Beyond this
point, the dissipated power decreases abruptly. Among the fault
shapes, the Block-pattern is a situation that we just use basic

Table 2
Different variations of the fault combinations that utilize the methodology.

Fault pattern Faulty points set

H-shape (2,1)(2,2)(2,3)(3,2)(4,1)(4,2)(4,3)
U-shape (2,2)(2,3)(2,4)(3,4)(4,2)(4,3)(4,4)
L-shape (2,1)(2,2)(2,3)(2,4)(3,4)(4,4)(5,4)
T-shape (4,1)(4,2)(4,3)(4,4)(3,4)(2,4)(5,4)
Block-shape (2,2)(2,3)(2,4)(3,2)(3,3)(3,4)(4,2)(4,3)(4,4)
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Fig. 5. Average message latencies vs. normalized accepted traffic obtained by the
proposed methodology in an 8 � 8 Mesh with four virtual channels for each fault
pattern listed in Table 2.
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Fig. 6. Average power consumption vs. normalized accepted traffic in an 8 � 8
Mesh with four virtual channels obtained by the proposed methodology for each
fault pattern listed in Table 2.
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fault-tolerant routing algorithm for H-pattern. This means the
semi-faulty nodes in H-pattern will be considered faulty.

As the figure demonstrates, however, the state of Block-pattern
is better than H-pattern under 0–60% of the normalized traffic load.
The explanation of such phenomenon is removing two nodes from
the network and proposing an easier routing function. Beyond 60%
of the maximum normalized traffic, simulation results exhibit
meaningful performance degradation for Block-pattern. The degra-
dation reason is related to extra faulty nodes. From simulation
study we can conclude that our proposed methodology obtains
proper performance degradation in the network. Moreover, perfor-
mance degradation is related to the type of concavities, number of
semi-faulty nodes and the number of created EFH classes. We have
also evaluated the mechanisms with a variety of traffic patterns.

Figs. 7 and 8 show the average message latency and the average
power consumption for an 8 � 8 mesh network with different syn-
thetic traffic patterns, respectively. Moreover, Fig. 9 and 10 illus-
trate the average message latency and the average power
consumption for an 8 � 8 mesh using traces from shared-memory
multiprocessors.

6.3.2. Dynamic fault model
In order to evaluate the proposed method with dynamic fault

model [35], a processing delay of 70 cycles is added after any dy-
namic changes in the network. Each simulation has run for
90,000 cycles.

Fig. 11a shows the average message latency for 90% of the max-
imum accepted load over time. In this case, all nodes and links are
healthy and after 40,000 cycles, five faulty nodes are injected into
the network.

As depicted by Fig. 11a, there is no stop in network traffic.
Fig. 11b represents the network throughput and Fig. 11c shows
the total network power consumption with the same scenario as
shown in Fig. 11a. Further, we complete the experimental scenario
with injecting five faulty nodes after 20,000 cycles and five more
faulty nodes after 50,000 cycles. Fig. 12a illustrates the average
message latency and Fig. 12b shows the total network power con-
sumption for this scenario. As it can be seen, there is no stop in net-
work traffic. Also notice that, the simulation results for an applied
traffic less than 90% shows slight changes in the performance
parameters.

6.3.3. Comparison
We compare the performance of the presented method with a

method presented by Nordbotten and Skeie [26]. Thus, we will pro-
vide a brief overview of Nordbotten and Skeie method, and then
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four virtual channels obtained by the proposed methodology for each fault pattern
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Fig. 11. Simulation results for dynamic fault model by the method. Five faulty nodes are injected after 40,000 cycles (a) Average message latency. (b) Throughput as number
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we will analyze dynamic fault tolerant routing methods in term of
performance then.

6.3.3.1. Nordbotten and skeie fault-tolerant routing methodology. Nord-
botten and Skeie [26] presented a routing methodology that is able to
handle overlapping concave fault-regions. The methodology requires
no virtual channels in meshes and can support dynamic fault model.
The presented method by Nordbotten and Skeie is based on the po-
sitive-first routing in order to provide deadlock-freedom. According
to their method and in the presence of faults, a node N, may supply
any (non-faulty) minimal adaptive channel for a destination D, with

the following restriction: If any of the directly connected neighbors of
N, that are on a minimal path from N to D, reroutes packets for D
through N, the routing function at N is restricted to return only the
adaptive channel(s) on the links provided by the positive first
escape layer for destination D. Under the dynamic fault model, sta-
tus-information must be distributed through control messages and
rerouting decisions must then be taken locally at each node based
on this information. Specifically, if node A starts rerouting packets
for some destination(s) through node B, node A sends node B an up-
date message with the updated status information. Furthermore, if
the change causes node A to reroute some destinations north, the
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Fig. 12. Simulation results for dynamic fault model by the method. Five faulty nodes are injected after 20,000 cycles and five more faulty nodes are injected after 50,000
cycles; (a) Average message latency. (b) Total power consumption (Dotted lines indicate the failure injection time).
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Fig. 13. Simulation results; (a) Average message latency obtained during dynamic transition phase with three faulty nodes injected into the network. (b) Average message
latency obtained during dynamic transition phase with five faulty nodes injected into the network.
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node to the east, that is now to perform a secondary reroute in order
to avoid the illegal turn, is notified as well. Likewise, if A reroutes
some destinations east, the node to the north must be notified. If
changes in the fault status result in A again being able to provide
its neighbors with routes to these destinations, the same neighbors
should receive this updated status information as well. Notice that
if the link connecting two nodes becomes faulty, there is no need
to exchange fault information between these two nodes and any sta-
tus information previously received through the failed link should be
discarded. Same as our approach, they guarantee deadlock avoidance
in transition phase between old to new routing function, by dropping
unsafe packets.

6.3.3.2. Experimental results. In the following, we are going to pres-
ent the achieved results of the system simulated by the above
mentioned simulation detailed settings. In order to evaluate and
compare the proposed method with Nordbotten and Skeie Method,
a processing delay of 70 cycles is added after any dynamic changes
in the network. Each simulation has run for 90,000 cycles. Fig. 13a
shows the average message latency for 90% of the maximum ac-
cepted load over time. In this case, all nodes and links are healthy
and after 40,000 cycles, three faulty nodes are injected into the net-
work. Fig. 13b represents same scenario with five faulty nodes after
40,000 cycles. The results show that our presented method (EFH)
has a better message latency than Nordbotten and Skeie method.
Also, EFH method shows smoother rise of message latency in dy-
namic transition phase.

Each point in Fig. 14a represents network throughput. Results
for different numbers of faults in an 8 � 8 mesh with four virtual
channels are shown. As can be seen, our presented method pro-
vides higher throughput. Also, EFH method obtains a highly stable
throughput regardless of the number of faults in the network. The
main decrement of throughput for EFH method, encountered once
a fault is presented in the network. Specifically, throughput of the
method presented by Nordbotten and Skeie is decreased by 9%
from no-fault to five faults. This number for EFH method is about
1%. Fig. 14b shows the total network power over frequency. Results
have been shown for 100, 200, 300, 400, and 500 MHz of fre-
quency. The EFH method shows a slight increase in power con-
sumption over higher frequencies, but Nordbotten and Skeie
method provides the less power consumption at 200 MHz
frequency.

7. Conclusions

In this paper, we proposed an efficient fault-tolerant routing
methodology for 2-D mesh Networks-on-Chip (NoC) that assumes
both static and dynamic fault models and tolerates any number of
faults with any types of fault patterns. The presented fault-tolerant
routing methodology supporting a static fault model which is
applicable to both convex and concave fault regions. It supports
the use of adaptive routings without additional virtual channels,
and does not require healthy nodes to be disabled. Although only
2-D mesh topologies have been considered in this study, the static
fault-tolerant routing methodology is in theory applicable to the
other network topologies. Moreover, the method can potentially
support any routing algorithms which consider f-ring/f-chain.
The proposed solution has been evaluated through simulation
experiments. Sufficient simulation results have shown that this
method is valid for the mesh topology and has better performance
degradation than the later proposal from Nordbotten and Skeie.
The method allows the network to remain fully operational facing
with failures, without stopping network traffic at anytime. Thus,
strains failures to be made transparent to the application. As for

future work, we are planning to apply our approach on 3-D NoCs
to improve the performance and decrease the power consumption.
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