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Abstract—In this paper, we introduce a novel flow control 
and microarchitecture design to handle soft errors in Networks-
on-Chip (NoCs). In this approach, the impact of transient failures 
on the reliability of on-chip interconnects has been examined and 
an inclusive recovery solution is presented. The importance of this 
study is to explore both link-level and intra-router errors; it also 
presents an efficient mechanism to tolerate such errors while 
keeping power, latency, and area overhead at a minimum. In the 
proposed scheme, both error correction and retransmission 
mechanisms are triggered while the run-time scheduling scheme is 
applied to optimize these issues. Further, the suggested router has 
been implemented on Xilinx Virtex-5 FPGA family. The 
experimental results captured by SPLASH-2 benchmark suite 
reveals that in comparison with the conventional NoC router, the 
proposed router takes 19% and 39% reduction in latency and 
energy, respectively besides 5.5% area overhead. 

Keywords— Network-on-Chip; Reliability; Soft Error Handling; 
Link level error; Intra-router error   

I. INTRODUCTION 
The advances in deep sub-micron technology has enabled the 
integration of complex system-on-chip (SoC) designs to contain 
a large number of processing cores together with large amounts 
of embedded memory and high-bandwidth I/O on a single chip. 
Due to the increasing number of on-chip components and thus 
higher bandwidth demands on such large SoC platforms, IP 
blocks cannot be connected using point to point wired 
connections or shared buses. Hence, those communication 
mechanisms have been replaced by a flexible communication 
infrastructure in the form of a Network on Chip (NoC) [1-3].  

Developing NoC-based systems tailored to a particular 
application domain is crucial for achieving high-performance, 
energy efficient and reliable customized solutions. With the 
shrinking feature size, the reliability becomes more difficult to 
achieve due to smaller voltage supplies and higher amounts of 
computing elements per area unit, which result in a smaller 
noise immunity and an increased risk of cross-talk and other 
errors [4-5]. The errors can be classified in two categories as 
transient and permanent. Data and control signals corruption 
which can be caused by cross-talks, coupling noise and 
transient faults are the examples of transient errors [6]. These 
errors do not make any permanent damages on the chip and 
therefore they are also called soft errors. Similarly, hardware 
resources such as logics or functional modules can become 
permanently faulty and thus making them unusable. These 
permanent faults are mainly caused by the accelerated aging 
effects such as Electromigration [7], thermal cycling and stress 
mitigation [8]. 

In this paper, we propose a novel flow control and 
microarchitecture design for soft error handling in NoCs. The 
importance of this study is to explore both link-level and intra-
router errors and also to present an efficient mechanism to 
tolerate such errors with more reduction in the latency and 
energy. The proposed scheme ensures an error-free 
transmission on a flit-basis. As in [9], it has been observed that 
storing a packet in a buffer consumes far more energy than 
transmitting it. In our mechanism, we try to provide a proper 
approach to transmit packets instead of consuming them, so that 
more power saving is achieved. 

The proposed mechanism recovers errors by considering 
both error correction and retransmission mechanism. We only 
use error correction mechanism for header flits in order to avoid 
misdirection of other flits while the Hop-by-Hop retransmission 
mechanism is used for data flits. In our approach, a run-time 
scheduling mechanism is triggered in order to manage and 
optimize the flit transmission/retransmission process. By 
applying this scheduling mechanism, no deadlock will occur in 
our approach and thus there is no need to add extra resources to 
manage deadlock. Moreover, in order to reduce the delay of 
retransmitted flits, for each retransmitted flit we consider an 
optimum priority by allowing the flit to bypass the router 
pipeline stages. In the proposed design, one virtual channel 
(VC) of each physical channel, which is designated to bypass 
the router pipeline stages, is used by retransmitted flits to go 
through the router stages. Therefore, while an error is detected 
for each data flit, the mechanism of retransmission is performed 
immediately.  

Additionally, we analyze the intra-router logic errors and 
provide an inclusive mechanism for all the router components. 
The possible logic errors that might have occurred in each 
module of router pipeline have been explored and the recovery 
mechanism for each case is provided. To this end, an efficient 
unit is presented to provide full protection for each component 
with minimal cost. 

The rest of this paper is organized as follows. Soft errors 
handling in the proposed router is described in Section II.  
Section III presents the evaluation results. Section IV surveys 
the related work and finally section V concludes this paper.  

II. HANDLING SOFT ERRORS  
As we mentioned, the on-chip networks architectures could 

be afflicted by two types of soft faults. The former is link errors 
which occur during flit traversal from router to router while the 
latter one is intra router errors which take place within individual 
router components. In this section we try to cover these two 
types and handle them in our design.  
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A. Basic Assumption and Background 
The system of interest consists of a set of nodes interconnected 
by a mesh network. In this paper, we employ the wormhole 
switching mechanism with conventional five-stage pipelined 
router [10] which is slightly modified to support the proposed 
methodology. The router has input and output ports 
corresponding to the four neighboring directions and the local 
processing element port. The major components, which 
constitute the router, are the input buffers, routing computation 
(RC), virtual channel allocator (VA), switch allocator (SA) and 
crossbar switch. The route of a packet is determined one hop in 
advance, thereby enabling flits to compete for VCs immediately 
after the buffer write stage.  

In our approach, a Cyclic Redundancy Check (CRC) using 
an 8-bit CRC polynomial is employed. CRC codes are the most 
widely used cyclic codes (e.g., in computer networks) and the 
new deep submicron scenario could raise the interest for their 
on-chip implementation, thanks to their properties and their low 
complexity.  Moreover, in [11] the characteristics of 
synthesized codecs for different codes are observed. It has 
shown that CRC-8 exhibits a considerable performance in the 
area, power and delay for free single burst errors than the other 
codes.  In the proposed methodology, with the aforementioned 
credentials, the CRC is examined and exploited to recover 
errors in header flits while only one parity bit is considered for 
detecting errors in data flits.  
B. Link Errors 
Link errors are mainly caused by channel disturbances such as 
cross talk, coupling noise and transient faults [6]. They have 
been also taken into account as the dominant source of network 
infrastructure errors. Link errors have been studied extensively 
by researchers in order to protect on-chip communication links 
against them. To achieve this end, three schemes have been 
tackled [12]. They are correction, retransmission and hybrid. In 
[13-14], some degree of error correction can be achieved 
through the use of Error Correcting Codes. These codes achieve 
what is known as Forward Error Correction (FEC). 
Retransmission also can occur in two different ways [12]: End-
to-End (E2E) and Hop-by-Hop (HBH).  

In the above mentioned approaches, if the destination 
node address of the packet is corrupted during the transfer, the 
packet might be routed to a wrong destination. Moreover, if the 
source node address is corrupted, E2E techniques can not send 
the retransmission request to the correct source. Even if FEC 
can correct the error at the destination node, additional network 
traffic is created to send the packet to the correct address. 
Besides, E2E schemes also require large buffers for 
retransmission between a source and a destination node [15]. It 
is worth mentioning that in all the E2E and HBH schemes, the 
corrupted data consume time in order to transmit again to the 
correct destination. Our proposed approach performs an 
efficient mechanism to recover errors in terms of reducing 
power, delay and area overhead. The presented scheme includes 
the error detection, correction and retransmission schemes so 
that each of them is triggered for specific parts of the packet. In 
this methodology, both error correction and retransmission 
mechanisms are employed in order to reach the significant 

results. We only use the error correction mechanism for Header 
Flits (HFs) to ensure avoiding misrouting while the HBH 
retransmission approach is just triggered for Data Flits (DFs).  
For the sake of explanation we provide some descriptions in the 
following lines and then the main algorithm is presented. 
Input Buffer and Header Buffer  

We also add a Header Buffer (HB) to keep the copy of 
each header flit in order to avoid retransmitted flit to be 
misdirected. DFs which are kept distant for a number of hops 
from their HF use the copy of their HF in HB to follow their 
path through router stages. Moreover, each Input Buffer (IB) 
also keeps the DF for specific cycles. While a retransmission 
request for a DF is received from the next router, the router can 
retransmit it easily. By performing this approach there is no 
need to add extra buffers to keep DFs. The number of keeping 
cycles is explained in the following line. 
Flit scheduling 

The flit scheduling mechanism is also employed based on 
adding an ID for each flit in order to identify each other during 
the transmission/retransmission. This scheme helps us to only 
trigger the mechanism of fragmentation/defragmentation in the 
source and destination nodes. Moreover, DFs which are kept 
distant for a number of hops from their HF use this ID to 
recognize the HF following their path through router stages. By 
providing this approach, no deadlock will be occurred during 
both the transmission/retransmission process. Besides, more 
power saving will be achieved.  

TABLE I. A SUMMARY OF CDB CONTROL TABLE INFORMATION 

Notation Definition 
Flit-Num the flit number for tracking it in IB 
Flit-Type

 
the type of flit (DF/HF) 

Re-Status the rank of each DF for retransmission process 
CDF the number of cycles each DF remains in IB 
VC-ID

 
the type of VC is assigned to each flit 

Control Decision Block (CDB) 
We define a Control Decision Block (CDB) to manage the 

incoming flits. CDB includes a control table which keeps the 
flits information. Table I illustrates the definition of these 
information and their functions. It should be noted that CDB 
periodically updates its control table in each cycle. 
Virtual channel identification 

In this mechanism two sets of VCs are considered. The 
former one with 1-flit buffer is depicted by Retransmission VC 
(RVC), serves as a VC which is responsible for carrying 
retransmitted flits through a single hop while the latter which is 
denoted as Normal VC (NVC) is used by the rest of the flits. In 
each cycle, CDB put the DFs based on their Re-Status value to 
RVC. The detailed description of the proposed algorithm is as 
follow. 
STEP 1. In this step, once a new flit arrives, CDB stores its 
information on its control table.  
STEP 2. In this step the type of each flit is checked for possible 
errors.  
Type Flit = HF:  

Upon an error is detected, the mechanism of error correction 
is applied in order to correct the HF. By performing this 
operation we ensure that the HF is corrected in the latest router 



arriving at and thus no data flit might be misdirected. The 
portion of the HF that needs to be checked is the one which 
contains the source and destination addresses, therefore 
ensuring that a packet is not misdirected to a wrong destination. 
It is worth mentioning that correcting the HF instead of trying 
to retransmit it is really helpful for such NoCs which use 
wormhole switching mechanism to reduce flits loss. While the 
correction mechanism is performed, the HF is sent through the 
router pipeline stages and the copy of it is stored in HB.  If not, 
CDB is triggered to store a copy of the HF in HB and sends it 
through the router pipeline stages. By keeping a copy of HF, no 
misdirection will be happened for the retransmitted DFs which 
follow HF through the router pipeline stages.  

It should be noted that keeping HFs in HB is continued until 
the last DF of the packet is transmitted and in such condition 
the HF will be dropped from HB. Moreover, the size of this 
buffer will be examined in the evaluation results. 
Type Flit = DF: 

In this step, a DF is checked and if the DF does not include 
an error, it is transmitted through the router pipeline stage. 
Besides, a copy of this DF is stored in IB of the current router. 
On the other hand, each DF is checked and if an error is 
detected, the Negative Acknowledgement (NACK) is sent to 
the previous router to ask it to transmit the DF again. This 
operation takes three cycles delay corresponds to the link 
traversal delay (one cycle), error checking delay (one cycle) and 
Nack propagation delay (one cycle). While the retransmitted 
DF is arrived again in IB, CDB updates its control table for this 
DF. Then according to its Re-Status, the VC is assigned to this 
flit. By performing this operation, the retransmitted DF 
bypasses the router pipeline stages (RC, VA, and SA) and thus 
compensates the delay of the retransmission steps. It should be 
noted that we keep a copy of each flit in the buffer pool for 6 
cycles. These cycles are the doubled number of cycles that takes 
the retransmission process.  There is no doubt that bypassing 
the router pipeline stages by retransmitted flit takes less than 
three cycles and also by considering the process of NACK 
propagation, it definitely will be less than 6 cycles. Moreover, 
the evaluation results in the next section prove this claim. While 
the duration of 6 cycles finishes, the CDB drops this flit. As we 
will explain in the evaluation results, by performing these 
operation there is no need to use a large buffer to keep the flits 
and thus a minimal area overhead is achieved.  
STEP 3. In this step, CDB updates the control table information 
and it assigns VCs based on the Re-Status ID. If this ID is 0 for 
the flit, NVCs are selected based on the outcome of RC, VC and 
SA just like the traditional packet-switched network. On the 
other hand if it is more than 0, RVC is selected based on the 
descending order for each flit. 
STEP 4. In this step while the NACK is arrived from the next 
router, the CDB part of the current router checks its control 
table and finds the requested DF from its IB. Then it operates 
as it does in the STEP3. 
STEP 5. In each cycle, CDB checks its control table for 
monitoring the CDF for each DF. As we mentioned above, while 
this number reaches 6, the considered DF is dropped from IB. 
On the other hand, if the CDF for the DF is less than 6, the router 

keeps it in IB and increases the flit's CDF by one. 
STEP 6. For each HF we define Np which is used for counting 
the number of cycles that is kept in the HB. Np is determined by 
the following formula. 
Np =  6 × (the size of each packet in flits −1)                       (1) 

By considering the basic assumptions, the determined packet 
size in the proposed approach is a fixed value and therefore, Np 
will be a specific number.  
C. Intra Router Errors 

As mentioned earlier, link errors and Intra router errors are 
two types of soft errors which are distinct based on the location 
and probability of the error occurrence. The error in the router 
components (logics such RC, VA, SA and crossbar) might lead 
the packet to be misdirected. In this section, we discuss the 
effects of soft errors on each of the router components along 
with the proposed methodology to recover them. 
C.1 Virtual channel Allocator Errors 
        Soft errors within the VA may occur in the following 
scenarios: 

1) An invalid VC is assigned to a flit.  
2) One VC is assigned to two flits in the same time. 
3) A reserved VC is assigned to a flit.   

The proposed safeguard for VA logic errors is a CDB 
comparator which is depicted by CDBC. This block uses a 
purely combinational logic in the form of XOR gates to contrast 
VA info with the CDB control table. The CDBC unit performs 
three types of parallel comparison within one cycle. It first 
monitotrs if the VCs assigned by VA are in accordance with the 
VCs in the CDB control table. For example, if a soft error 
causes the VA to erroneously assign an VC while the CDB 
control table had indicated the assignment of a VC in the south, 
the CDBC trigger an error flag, therefore invalidating the VA 
allocation. It should be noted that the duration of the recovery 
process is independent from the router pipeline stages. In all 
cases parrallelization implies that the CDBC unit will perform 
in the same satge as the crossbar traversal after the VA 
operation concludes. It is worthy to mention that as in the 
proposed methodology the retransmitted flits bypasses the VA, 
no error might be happened for these flits and thus more power 
saving and less reduction in latency is achieved.   

C.2 Routing Unit Errors 
The occurrence of a transient fault in the routing unit might 
cause the packet to be misdirected. The erroneous direction will 
be caught by the VA, which maintains the state information of 
adjacent routers. According to the look-ahead routing which is 
used in this paper, the error recovery is performed by the CDB 
of the following router. In this condition, the current router 
resets the invalid direction and assigns a new direction without 
informing the previous router. Then, the CDB updates the new 
information of the flit and assigns an appropriate number for its 
Re-Status. By using the current-node routing, the recovery 
process phase is simpler. Since the error is caught by the CDB 
and VA in the same router, the routing unit will be informed 
before the transmission takes place. The whole recovery 



process will take 2 cycles (one for the new routing process and 
one for the retransmission). It should be noted that assigning a 
specific VC for retransmitted flits is really helpful for saving 
time and incur a single cycle delay for retransmission.  

C.3 Switch Allocator Errors 
A switch allocator error could rise to the following problems 
which some of them might cause packet/flit loss: 

I. A soft error in the control signals of the SA could prevent 
flits from traversing the crossbar. 

II. If a DF is sent to a wrong direction different from the HF, 
it would cause packet/flit loss because of its deviation 
from the wormhole path that created by HF. 

III. A soft error could cause the SA to direct two flits to the 
same output. This will lead to corrupt a flit. 

IV. An error in SA could cause it to send a flit to multiple 
outputs.  
The case (I) is not more problematic and as the flit keeps 

their requesting to access the crossbar, it eventually succeed. 
Moreover, for the case (III), a corrupted flit is detected by the 
error detection block of the CDB in the next router. Thus, a 
NACK will be sent and the corrected flit is retransmitted from 
the previous router. This operation will incur two cycles 
(NACK and retransmission) latency overhead. For the case (II 
and IV), which are the most challenging issues, we propose the 
use of CDBC unit as in handling VA errors.  The CDBC unit 
checks for invalid SA allocations such as duplicate SA 
allocations and detects the erroneous behavior and thus it 
invalidates the SA allocations. This operation will be happened 
in the same stage as the crossbar traversal. While the SA error 
will be caught by CDBC, it sends a NACK to the CDB and CDB 
transmits the flit again as we mentioned in the previous section. 
It should be noted that for each retransmitted flit, due to 
bypassing SA, no error such as this case will be happened for 
flits traversal. 
B.4 Crossbar Errors 
A transient fault in the crossbar only upsets on single bit instead 
of misdirection the entire flits as in the SA case. This error can 
be recovered by the proposed link-error handler in the next 
router. 
D. The Proposed Router Architecture 

Figure 1 shows the microarchitecture of the proposed 
router.  Moreover, in the Figure 2 the CDB architecture is 
illustrated. In the presented design, once a new flit arrives, CDB 
manager assigns the flit to IB and sends a control signal to CDB 
control table to store its information. For each cycle CDB 
periodically sends control signals to CDB control table to 
updates its information in the control table. In the next step, 
CDB manager sends the flit to Error Check Unit (ECU) to check 
the possibility of errors. ECU steadily monitors the flit and once 
an error is detected for HF type, it sends control signals to Error 
Correction Component (ECC) to correct the flit. While the error 

is corrected, ECC sends control signals to Transmission Unit 
(TU) to perform its operation. For HF, if ECU does not detect 
an error it directly sends control signals to TU. On the other 
hand, if ECU detects an error for DF, it sends control signals to 
Retransmission Unit (RU). RU sends control signals (e.g. 
NACK) to the previous router in order to ask it to retransmit the 
flit. It should be noted that the NACK includes the flit 
information for the pervious router to track it correctly in its 
buffer pool.  If the error is not detected, the ECU directly sends 
control signals to TU. TU in the next step sends a buffer write 
signal to IB/HB in order to keep HF/DF in their buffer pool. 
Then, it sends the control signals to the MUXs in order to 
transmit the flit through the router stages. 

 
Figure 1. The router microarchitecture 

 
Figure 2. The CDB architecture 

In our design, one VC buffer in each physical channel is 
replaced by 1-flit buffer which is depicted by RVC. This VC is 
used for retransmitted flits to compensate its delay. The CDB 
manager checks CDB control table and assigns VC-IDs to RVC 
based on the lowest Re-Status. It should be noted that according 
to Re-Status property, we do not have two flits with the same 
Re-Status.  Then TU uses this information to send the control 
signals to De-MUX to transmit the flit. While RVC has 
incoming flit to service, it sets its signal to 1. This signal is used 
to connect one of the VCs to the crossbar input. When this 
signal is set to 1, the select signal of Mux-2 is set to 0 and Mux-
1 directs RVC to the crossbar input. Otherwise, if RVC signal is 
set to 0, it means that the flit is not a retransmitted flit and it 
should be placed to NVCs. In this situation, the flit traverses the 
router stages based on the CDB table and the outcome of RC, 
VC, and SA just like the traditional packet-switched network. 
It should be noted that in this design, no modifications need to 
be made in switch crossbar design.  
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Figure 3. Average packet latency for the uniform traffic with different error rates 
a) 0.1, b) 0.01, c) 0.001 (error /cycle) and d) error free rate 

TABLE II.  DESGIN EVALUATION PARAMETERS. 
Topology 4×4 Mesh  Routing Look-ahead 
# of Ports 5 Packet Length 8 flits 
# of VCs 4 IB size 8 flits 
Flit Size 64 bits HB size 4 flits 

III. EVALUATION RESULTS 

To evaluate the proposed on-chip communication scheme, we 
have implemented the NoC architecture using Xmulator, a fully 
parameterized simulator for interconnection networks [16]. The 
simulator is augmented with Orion power library [17] to 
calculate the power consumption of the networks. The power 
results reported by Orion are based on NoC in 65nm technology 
and the working frequency of the NoC is set to 2 GHz. We 
compare our approach to the conventional NoC architecture 
with CRC block which performs its operations as FEC schemes. 
Moreover, the conventional NoC and proposed router were 
developed in structural VHDL code and synthesized using 
Xilinx ISE toolkit. The platform used for implementing the 
proposed methodology is Xilinx Virtex-5 FPGA family. Table 
II summarizes the common router features and network 
parameters for synthesis and simulation. Further, to evaluate 
fault-tolerance in the network, various faults were randomly 
generated both within the routers and on the inter-router links. 

Figure 3 displays the average packet latency of the 
conventional NoC architecture and the proposed NoC 
architecture under uniform traffic for different traffic injection 
rates under diverse error rates in a 4×4 mesh network. As shown 
in the figure, at low error rates, the proposed scheme shows 
almost the same performance with negligible area difference in 
latency to the error-free scenario while it suffers more in latency 
in high error rates. Additionally, although our methodology 
establishes an error correction and retransmission mechanism 
for HF, our approach provides the lower latency compared to 
the conventional NoC. It is because of the efficiency of these 
approaches and adding the bypass paths for retransmitted flits. 
Moreover, Figure 4 compares the latency and power 
consumption obtained by the presented NoC with the 
conventional NoC architecture across six SPLASH-2 traces 
[18], on a 7×7 mesh. The results are normalized to the results 
given by the proposed approach. On average, our approach 

outperforms the conventional NoC by 19% considering the 
packet latency. It also provides a superior achievement in the 
total power consumption by 39% improvement.  

Figure 5 also compares the total power consumption of the 
components used in the proposed methodology. As seen from 
the figure, it is evident that CDB and CDBC unit impose a 
minimal energy on the overall design, while providing full 
protection from both link-level and intra router errors. 

          
                           (a)       (b) 
Figure 4. Normalized latency and Power in the FEC conv. NoC router and the 
proposed mechanism for Splash-2 Program with error rates 0.1(error/cycle). 

 
Figure 5. Total Power Consumption of each router components in the proposed 
mechanism for Splash-2 Program with error rates 0.1(error/cycle). 

It should be noted that by providing CDB manager and 
control table, the VA and SA mechanisms are optimized and 
thus, they consume minimal energy. 

Table III.A shows the number of cycles that flits remain 
in both IB and HB while Table III.B illustrates the average 
number of available flits in the buffers. As we mentioned in the 
methodology description, by providing an optimum mechanism 
in both adding bypass paths for retransmitted flits and also 
scheduling mechanism for DF and HF, the obtained outcomes 
in the simulation results are less than the maximum considered 
numbers which we supposed in the methodology.  
TABLE III.  A) THE AVERAGE NUMBER OF CYCLES EACH FLIT REAMINS IN IB/HB AND B) THE  
AVERAGE NUMBER OF AVAILABE FLITS IN IB/HB  UNDER DIFERENT INJECTION RATES WITH ERROR 
RATE  0.1 (ERROR/CYCLE) 

 0.01 0.03 0.05 0.07   0.01 0.03 0.05 0.07 

IB 3 3 4 5  IB 5 6 6 7 

HB 17 19 21 24  HB 2 2 2 3 

(A)                                                                           (B) 

TABLE IV.  FPGA RESOURCE USAGE FOR THE PROPOSED METHODOLOGY (TPM) AND THE 
CONVENTIONAL NOC (CONV.).  

Logic Utilization Conv. TPM Area Overhead 
Number of Slice Registers 11428 11988 5% 

Number of Slice LUTs 7968 8636 8% 
Number of fully used LUT-FF pairs 4928 5168 5% 

Number of bonded IOBs 644 672 4% 
Number of BUFG/BUFGCTRLs 1 1 0% 

Overall  5.5% 

Moreover, Table IV provides accurate area analyzes based 
on the implemented design on FPGA Virtex-5. We compare our 
proposed design with conventional NoC router without error 
recovery block.  As seen in the table, the extra logic in the 
proposed router takes only 5.5% more area overhead than the 
conventional NoC router.  Additionally, Figure 6 shows 
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proportionally sized layout pictures of the two implemented 
routers. Figure 6.a illustrates the conventional router while the 
proposed router is demonstrated in Figure 6.b.  

 
                  (a) conventional Noc router          (b)  the proposed router 

Figure 6. Routers Layout 

IV. Related Work 

This section reviews schemes of error handling in NoC 
routers. In [10], a link-level reliable protocol, the unique token 
protocol is implemented. In this mechanism, at least two copies 
of a packet is kept in the network all the time. In this approach 
the token is used to identify a duplicated packet in the 
destination. Keeping two copies of each packet needs additional 
resources but the proposed router just keeps a small number of 
flits in its buffer for a specific time. Moreover, the mechanism 
of fragmentation/defragmentation for each packet is applied in 
each router while the presented router performs the mechanism 
of a packet fragmentation/defragmentation only in the source 
and destination.  

In [12], Park, et.al suggested a flit based hop-by-hop 
retransmission upon link and intra-router errors. Additional 
retransmission buffers per VC to apply the link-level 
retransmission are assumed. Although, they utilize their 
approach for more purposes such as deadlock-recovery, these 
buffers are still considered as overhead. Moreover, the 
mechanism of deadlock recovery increases the latency. It 
should be noted that if an error is detected for the header flit 
before retransmitting it might lead the other flits of the packet 
to be misrouted. Further, the mechanism of 
fragmentation/defragmentation for each packet is applied in 
each router. However, in the proposed scheme there is no need 
to additional resources such as [12]. Further, it provides an 
efficient mechanism to protect the data flits to be misrouted and 
also allows retransmitted flits to bypass router pipeline stages 
to transmit immediately. Therefore, by considering the above 
mentioned properties, our approach obtains a minimal cost and 
a higher performance compared to [12]. 

Besides, a fault-tolerant flow control mechanism using 
dynamic fragmentation is presented in [19]. Although this 
router uses a dedicated header buffer somewhat close to the 
proposed router, but the proposed router only uses this buffer 
for each input buffer while the presented router in [19] employs 
the header buffer for each VC. Thus this approach consumes 
more energy and has a higher area overhead than our approach. 
Moreover, this approach performed the mechanism of dynamic 
fragmentation/defragmentation for each packet in each router 

while the proposed scheme only applies it in the source and 
destination nodes.  

V. CONCLUSIONS AND FUTURE WORK 
This paper presented a novel flow control mechanism and 
router microarchitecture design to recover both link-level and 
intra-router errors by considering both error correction and 
retransmission schemes. We demonstrated how a faulty flit is 
corrected, retransmitted and re-scheduled in the proposed 
reliable scheme. The presented design is evaluated with various 
workloads in the erroneous environment and also is 
implemented on Xilinx Virtex-5 FPGA family. Evaluation 
results show that the proposed router performs well and 
provides a significant level of reliability with lower hardware 
overhead, latency and energy compared to an alternative 
design.  In the future, we have plans to present an analytical 
model for 2-D mesh networks to analyze accurate power and 
latency. Moreover, we want to extend the present work to 
recover permanent errors in an efficient way.  
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